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Undeniable Threat to Enterprises’ Software Infrastru cture



Keys to Addressing the Challenge
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� Analyze the Attack Surface

» Because you don’t have or can’t 
get the source code

» It is what represents the real 
application

� Leverage scalable delivery models 
(e.g. cloud-based testing)

� Technology alone doesn’t solve the 
problem – involve the right people 
within the right framework



Stakeholders: How Do Interested Parties Mitigate Th e 
Risk?

VENDORS

PROCUREMENT

INDEPENDENT SECURITY 
TESTING PROVIDERS

Recognize security verification as 
critical customer requirement and 

competitive differentiator

Facilitate multi-party transaction 
in a transparent way while 
respecting IP ownership

Recognize third-party 
risk as real and 

develop collaborative 
approach

ENTERPRISE
SECURITY
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Drives best economic 
value while minimizing 

risk for organization



Ad-hoc Testing to Technology Risk Management
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Implementing ARM: The Challenge within Enterprise 
Environments
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- European Bank
- Very low risk tolerance for strategic application developed by offshore 

vendor

- Policy was set for AA rating static/dynamic and ALL backdoor flaws had to 
be removed for have mitigating comments

- Fortune 100 Financial Firm
- Low risk tolerance for up to 100 external sites created/hosted by 3rd parties

- Policy was set to hit AA rating and PCI compliance by completing first tests 
in a 3 month window and then one month to comply with policy

- Fortune 100 Insurance Firm
- Clearly set risk levels with many testing assets for 500+ applications

- IT leadership launched Application Security Policy and timeframe to comply. 
Provided tools and lead time to empower development teams
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Application Policy in Practice



Computershare

� Computershare is considered a 
world leader in share 
registration, employee equity 
plans, proxy solicitation and 
other specialized financial, 
governance and stakeholder 
communication services.

� Computershare provides 
services in 20 countries and 
manages over 30,000 Issuer 
clients and 120 million investor 
accounts.

.
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Computershare – Our Application Security Drivers

� Fraud, Privacy and Security are converging very quickly
» “Closing the circle” is becoming crucial to understanding the total state of 

security and software assurance has become a major component in 
achieving this.

� Need for Transparency in a Distributed Organization
» Lack of visibility into multi-regional development processes with distributed 

development teams and differing SDLC approaches is always going to be a 
challenge.

� Customer Confidence in Data Management
» Value of getting scanned once to improve customer confidence in 

Computershare security posture as we manage personal and financial data.
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Computershare – Our Software Assurance Approach

� Approaching applications in terms of assurance levels.

� Implementation of eLearning Curriculum and developer education
» We’re starting to see the benefits of Elearning through more secure coding 

and thus better ratings.



Benefits of Implementing an Application Security Po licy

� Coverage of more apps and just broader coverage 

� Greater confidence in the software acquired and distributed

� Higher security quality code and higher security conscious 
development organization

� Greater alignment of security with development organizations
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Flexible, Risk-Based Application Security 
Policies and Remediation Guidance

-Regulated Data
-Business Process
-Customer Impact

-Brand Value
-Business Continuity
-Data Loss/Cost

-Automated Static
-Automated Dynamic
-Manual Inspection

-Production v New Dev 
-Language/Platform
-Stability
-Origin



Thank you!

Matthew Moynahan, CEO
mmoynahan@veracode.com



Best Practice: Embed Security Acceptance Testing 
into Contracts
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� Software contracts typically focus on features, 
functions, maintenance and delivery timeframes

� Enterprises can embed security language into 
contracts

» New purchases or maintenance renewals 
are optimal times to introduce security

� Security testing is not functional testing, the 
contract should specify:

» Specific security measures (for example, 
static analysis dynamic testing, penetration 
testing)

» Testing process (independent, standards-
based)

» Acceptance thresholds

» Vulnerability correction rules
Veracode Proprietary

Gartner Analyst Neil MacDonald Jan 2010

…..ensure that any code we produce or procure is 
more secure right from the beginning. Many of the 

clients I talk with are highly focused on the 
‘produce’ part…..What about the ‘procure’ part?



As the security threat against the enterprise and our federal 
government becomes increasingly visible, enforcement and 
accountability is moving from security and developmen t 

teams to audit committees and C-level executives (CIO, CRO, 
CISO, CFO).

As a result, controlling this unbounded risk will require ARM 
processes to become more defined and cover more of the 

software infrastructure. This is what we are here to encourage and 
facilitate with your help.

INTRODUCTORY REMARKS



Veracode Solution Architecture
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Process Changes Climbing the AppSec Maturity Stack

� Governance, Risk, and Compliance Based (Audit Commi ttee)

» Enterprise risk-adjusted polices for all software  (MATURITY SLIDE)

» Enforced by audit committee, CFO/CIO accountable, CISO managed, SOP in Purchasing, M&A, and Development processes

» Automated, real-time, enterprise application security intelligence

� Policy Based

» Line of business driven risk-adjusted policies for all software (MATURITY SLIDE…)

» Enforced by LOB CIO/CFO, LOB CISO accountable, SOP in Purchasing, M&A, and Development processes

» Automated, real-time, LOB application risk management

� Systematic

» Program-specific application security testing as part of software development and/or software acquisition processes.

» Enforced by CISO, Department (Purchasing, M&A, Development team) accountability

» Increasingly automated SDLC and 3rd Party application security testing

� Ad hoc

» Project-specific application security testing mandated by security team

» Enforced by Security professional, Development team accountability

» Semi-Automated or Consultant-dependent SDLC and 3rd Party application security testing

17


